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Warning

The Bridgeworks Potomac ES1100DT iSCSI to SCSI Bridge contains no user-serviceable
components. An Authorized Service Centre should only carry out any servicing or repairs.
Unauthorized repairs or modifications will immediately void your warranty.

Before You Start

There are a number of additional pieces of equipment you will require for the successful
installation of your Bridge:

Ethernet Cable

You will require a good quality cable of suitable length to go between your network access
point and the Bridge. This should be marked as certified to Cat 5e and have a RJ45 style
connector at the Bridge end.

SCSI Cable

The greatest source of SCSI related faults is poor quality SCSI cabling. This is especially true
when running at the higher speeds possible with this Bridge. We therefore recommend that
you purchase a good quality SCSI 3 compatible cable with High Density 68 way D type
connector for your installation.

You will also need to complete your SCSI bus installation with a SCSI Terminator. This is
connected to the last peripheral on the SCSI bus. Again we recommend you use a good
quality LVD / SE Terminator.

If you are in any doubt contact your reseller for extra assistance.
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1.0 Introduction

Thank you for purchasing the Bridgeworks iSCSI to SCSI Bridge.

The Bridge has been designed to ensure that in the majority of installations it will require the
minimum of set up before use. However, we suggest you read the following that will guide you
through setting up both the Network and SCSI aspects of the iISCSI Bridge

The GUI Management section guide you through the initial set up required to install the
Bridge on to your network

1.1 Overview

The iSCSI Bridge creates an interface between a network, which utilises the Ethernet
protocol, and peripherals that utilise the SCSI bus. The internal circuitry of the Bridge acts as
a two-way interface converting the data packets that are received on the network into data
transfers and electrical signals that storage devices such as disks, tape drives and CDs
understand on the SCSI bus.

The Bridgeworks Desktop iSCSI Bridge

iISCSI to SCSI
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1.2 Manual Layout

Throughout the manual symbols will be used to quickly identify different pieces of information.

ﬂ This icon represents a note of interest about a step or section of
information.

@ This icon represents an important piece of information.

This icon represents a warning, care must be taken and the warning
should be read thoroughly.

1.3 Definitions

In order to understand the process of identifying and configuring devices on the SCSI bus for
the Server to communicate with it is necessary to understand some of the terms used by the
menus.

iSCSI Target Device

iISCSI target devices are devices such as disk drives, tape drives or RAID controllers that are
attached to the network. Each device is identified by an IQN — iSCSI Qualified Name.

iSCSI Qualified Name (IQN)

Anything connected to a network, be it a computer, printer or iISCSI device must have a
unigue identifier, such as an IP address, to enable other devices to communicate with it. With
iISCSI devices (both targets and initiators) an extra level of identification in addition to the IP
address is employed. This is called the IQN. The IQN includes the iSCSI Target's name and
an identifier for the shared iSCSI device.

Example: 2002-12.com.4bridgeworks.sdt600a014d10: 5

CHAP

CHAP is an authentication scheme used by Servers to validate the identity of clients and vice
versa. When CHAP is enabled, the initiator must send the correct Username and Target
Password to gain access to the iSCSI Bridge. The Initiator Secret is provided to allow iISCSI
mutual CHAP. If mutual CHAP is selected on the Initiator, the iISCSI Bridge will authenticate
itself with the initiator using the initiator secret

SCSI Target Device

A SCSI device is a device that is connected to the SCSI bus that can be accessed by the
Server. Each device on the SCSI bus has a Unique ID number in the range 0-15.

% Note: By convention, ID 7 on the SCSI Bus is reserved by the Server’s Host Bus
Adaptor.

Logical Unit Numbers (LUN)

Each SCSI device on the SCSI bus can support sub-devices. These are called LUNs. Within
the iISCSI Connect Bridge each SCSI ID on the SCSI bus can support 7 LUNSs.

Potomac ES1100DT
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1.4 Safety Notices

A

This device should only be installed by suitably trained personnel.

Protection provided by the equipment may be impaired if used in a manner not
specified by the manufacturer.

Do not block the enclosure’s vents. Air enters from the front and is exhausted out
the back of the device.

This device is connected to the AC power line. Before using the device, please
read the instructions carefully, in order to use the device correctly and safely. For
the installation instructions, refer to the installation section of this guide.

Class | Equipment. This equipment must be earthed. The power plug must be
connected to a properly wired earth ground socket outlet. An improperly wired
socket outlet could place hazardous voltages on accessible metal parts.

Do not attempt to service the equipment yourself, doing so will void the warranty
and may damage the system. This unit contains hazardous voltages and should
only be opened by a trained and qualified technician. To prevent electric shock,
do not remove the cover. There are no user-serviceable parts inside.

The power cord is used as a disconnection device. To de-energize the
equipment, disconnect the power cord.

Do not use the equipment where it can get wet. Protect equipment from liquid
intrusion. If your equipment gets wet, disconnect power to the equipment and to
any attached devices. If the Bridge is connected to an electrical outlet, turn off
the AC power at the circuit breaker before attempting to remove the power
cables from the electrical outlet. Disconnect any attached devices.

Use only the power supply cord set provided with the system for this unit, should
this not be correct for your geographical area, please contact your supplier.

The mains plug to the rear of the unit is used as the power disconnect device,
please ensure that this is kept clear from any obstruction and is visible at all
times.

Before installing or removing signal cables, ensure that the power cables for the
system unit and all attached devices are unplugged.

To prevent electrical shock hazard, disconnect the power cable from the
electrical outlet before relocating the system.

Class 1 Laser Product: Certain models will use a Small Form Factor Pluggable
GBIC module for connection to an optical network. These devices may use a
Class 1 Laser device — it is important that you do not stare into the Laser beam.

iISCSI to SCSI
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2.0 Installing the ES1100DT Bridge

There are 3 basic steps to installing the iSCSI Bridge

e Connecting the Ethernet cable
e Connecting the SCSI cables
e Connecting the Power Supply

2.1 Ethernet Connection

The Bridge can be used on the following network configurations:

e 10BaseT
e 100BaseT
1000BaseT (Gigabit)

It is not necessary to specify which network type you are connected to, as when powered up
the Bridge will automatically select the correct network speed.

The connection to the Ethernet network is via an industry standard twisted pair, RJ45 copper
interface on the front of the unit.

To connect the Bridge to the Ethernet network, insert a Cat 5E cable directly into the
connector on the unit as shown below. When the plug is in the correct position a “click” should
be heard.

Potomac ES1100DT
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2.2 SCSI Bus Connections

The SCSI bus on the Bridge is capable of running at speeds of up to 160 Mbytes/s. However,
devices that operate at slower speeds can still be connected to this SCSI bus. In a manner
similar to the Ethernet connection, the Bridge will automatically negotiate with these devices
to obtain their optimal operating speed upon power up.

When adding your SCSI Servers to the SCSI bus it is important to remember that every
device on the SCSI bus must have a unique SCSI ID and it is normal for SCSI ID 7 to be
reserved for the Server.

The Bridge can support both single-ended and LVD Servers. However, it should be noted that
the two bus types have different data transfer speeds and cable length limitations:

e Single-ended termination and/or devices — 2 metres length — (40 MB/s maximum)
e LVD termination and/or devices — 6 metres length — variable speeds up to a
maximum of 160 MB/s.

If you are in any doubt, please contact your reseller for further assistance.

Connect the SCSI cable to the front of the Bridge as shown below, ensuring that the
connector is the correct way up.

Connecting the SCSI Cable to the Bridge SCSI Port

‘ Note: The two securing screws on either side of the connector should ONLY BE
ﬂ FINGER TIGHT.

iISCSI to SCSI
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2.3 Connecting the Power Supply

Before connecting the Power Supply to the unit, ensure the wall plug is removed or switched
off.

Connect the Power Supply to the rear of the Bridge as shown below.

_ Note: Before powering up the Bridge, ensure all the peripherals are powered up
% and you have a connection to the network.

Whenever the Bridge is powered on the green power LED on the front panel will be
illuminated.

Now that the Bridge is installed, the next stage is to configure it. This is described in the next
chapter.

Potomac ES1100DT
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3.0 Configuring the ES1100DT Bridge

Before the Bridge can be used for the first time, it is necessary to configure a number of
parameters.

3.1 Using the Web Interface

Now that the Bridge is fully connected the primary method for configuring any option is
through its web interface. The following section highlights the requirements needed to access
these pages and the consistent layout used throughout.

% Note: The default IP address of the web interface for the Bridge is
http://10.10.10.10/

3.1.1 Browsers
This Bridge supports the following browsers

Microsoft Internet Explorer 7
Microsoft Internet Explorer 8
Microsoft Internet Explorer 9
Mozilla Firefox 20
Mozilla Firefox 21

% Note: JavaScript must be enabled within the web browser to use the
web interface’s functionality.

Important: If you choose to use a browser that is not on the list of
@ supported browsers Bridgeworks cannot guarantee the behaviour of
the Bridge’s functionality.

3.1.2 Connecting to the Web Interface

From within your web browser, connect to the Bridge using the address http://10.10.10.10/
(or, if you have changed this previously, the address of the left-hand network port).

Depending on your current network parameters, it may be necessary to change your network
settings on your computer for the initial set up. See Appendix A for further help.

Once you have connected to the web interface on the Bridge you will see the entry page
shown below.

iISCSI to SCSI
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Bridgeworks

To access the web interface a user name and password must be used, the defaults of which
are:

Username: admin
Password: admin

, Note: We suggest that you change your password at the next possible
opportunity.

The GUI will now display the Console Home menu screen as shown below.

Bridge Control
Console Home Choose an option

SCSI-iSCSI Bridge Management Gonsole

Reboot System Network

Logout

Suppart

o SCSI Systems

Contact Support

Note: For security reasons only one person can access this GUI at any
one time. Therefore, to avoid the situation where one person forgets to
, logout, effectively locking up the GUI, the Bridge incorporates a five

minute idle timer, which will automatically logout any user after this
period.

Potomac ES1100DT
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Within the Support section there is a link that will open up your mail service with Bridgeworks’
Email address loaded and an Online Help button. The Online help is contextually aware of
which GUI page you are currently viewing and will provide you with help relevant to the
display and configuration data.

iISCSI to SCSI
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3.2 Configuring the Network Parameters
Click on the Connections icon to enter the network configuration page.

Network Connections

— Global Network Configuration —

SRR bridgeworks120
DNS Server: pLUBUBTUAY

Enable IPv6: W

e

Network Interfaces
Network 1
'\ Connected, 1000Mb/s
= 00:04;1b:00:1f:c0

3.2.1 Setting the Hostname

In this box enter the name you wish to use to address this Bridge in the future. We suggest
that you use a name that is relevant to its location and/or its purpose.

, Note: If you select the DHCP mode, ensure your DHCP server is set to automatically
update the DNS server.

3.2.2 Enabling IPv6

Checking this box will enable the Bridge to use IPv6 IP addresses. As with Ipv4, you can
either choose to use DHCP or assign a static IPv6 address.

To change the settings of a specific connection, click on the connection. You will be
presented with the screen as shown below where you can make changes to the connection.

Potomac ES1100DT
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Network Port: Network 1

Port Settings

MTU Size:

® Use DHCP to assign an IP address automatically
O Use the following IP address:

IP Address: 10.10.10.120 I

Netmask: 255.255.255.0 |

ot ————1

© Use automatic IPv6 address assignment
® Use the following IPv6 address:

IPv6 address:
Default gateway: 1

Link Status-

Link State: Up Link Speed: 1000Mb/s
RX Bytes: 161579 TX Bytes: 596400
RX Errors: 0 TX Errors: 0

1Pv4 Address 10.10.10.120

1Pv6 Address

3.2.3 Setting the MTU

Enabling larger frames on a jumbo frame capable network can improve the performance of
your backup operations. Jumbo frames are Ethernet frames that contain more than 1500
bytes of payload (MTU). Before enabling jumbo frames, ensure that all the devices/hosts
located on the network support the jumbo frame size that you intend to use to connect to the
Bridge. If you experience network related problems while using jumbo frames, use a smaller
jumbo frame size. Consult your networking equipment documentation for additional
instructions.

Some networking switches require you to specify the size of the jumbo frame (MTU) when
enabling, as opposed to a simple enable command. On these switches it might be required to
add the necessary bytes needed for the frame header (i.e., header information + MTU).
Typical header size is 28 bytes, so a 9000 byte MTU would translate to 9028 byte setting.
Refer to your switch documentation to understand what the maximum frame size settings are
for your switch.

3.2.4 Setting the IP Address
There are two possibilities when configuring the IP address for the Bridge:

DHCP - the Bridge will seek out the DHCP server on your network and obtain an IP address
from the server each time it powers up.

Static IP - the IP address set in this page will be the IP address the unit will use each time it
powers up.

Depending on your configuration, either click the DHCP button or set your Static IP address.

Note: If you select the DHCP mode, ensure your DHCP server is set to
automatically update the DNS server.

3.2.5 Setting the Subnet Mask

If the Bridge is configured to use DHCP the net mask will be issued from the DHCP server. If
you are using static IP address enter the IP mask in this box.

3.2.6 Setting the Gateway Address
Enter in this box the address of your gateway controller for your network.

iISCSI to SCSI
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3.2.7 Setting an IPv6 IP Address

If IPv6 is enabled on the network connections page, here you can choose to use DHCP to
automatically assign an IPv6 address, or you can set a static IPv6 address. If you choose to
assign a static IPv6 address, you will also need to assign an IPv6 subnet mask.

3.2.8 Committing the changes

Note: Before you commit these parameters to memory, it is worth checking
% that all the parameters and spellings are correct and that these have been written
down in a safe place for future reference.

Click the save button to save these parameters and then click the reboot button in the left
hand pane.

3.2.9 Reconnect to the Bridge

If you made changes to your computer, return them to their previous setting and reconnect to
the Bridge using the IP address or hostname, depending on which addressing mode you
selected.

Potomac ES1100DT
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3.3 Passwords and Security

This configuration page will allow the administrator to change the access password for the
GUL.

From within the main menu select the Password and Security icon under the Network section

The GUI will now display the following window

Passwords & Security
Node Contral
Console Home Systempassword——————————————
Reboot System

Logout

Support

Online Help

Contact Support

To change your password, type the existing password and the new password into the
appropriate boxes and press save.

Secure Connection — by clicking this box it will force all further transactions with the GUI to be
done via a secure, encrypted HTTPS connection.

Once you have clicked this option, save the configuration, logout and login again.

Note: It is not possible to reset the password without logging into the GUI so
, ensure you remember your password!

iSCSI to SCSI
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3.4 Network Services

341 NTP

The Network Time Protocol (NTP) is a protocol for synchronising the clocks of computer
systems over the IP network. This is used by the Bridge to synchronise its internal clock with
the rest of the network.

This configuration page will allow the administrator to configure the IP addresses for the
Network Time Domain server.

From within the main menu select the Service Control icon under the Network section

The GUI will now display the following window

Mode Control

Service Gontrol

e bR simple Network Time Protocol (SNTP)—————————————————————

Reboot System

Logout

Suppart

Online Help
Contact Support

\Warning Events =

To enable NTP on the Bridge, click the tick box and enter the IP address for the NTP Server
and then click the save button.

3.4.2 Email Alerts

The Bridge can notify a systems administrator when certain level log events are observed in
the Bridges logs.

To enable email alerts on the Bridge, click the tick box next to “Enable Alerts”, this will allow

you to alter the contents of the currently greyed out fields. The following fields need to be
completed.

Recipient Email Address - This is the email address to which the emails will be sent.

Senders Email Address - This is the email address that emails will be sent from. This can be
any address and does not have to be genuine, which is useful for email filtering. For example
entering logs@4bridgeworks.com would allow emails from this address to be filtered to a
specified folder in the users email client.

Trigger Event Log Level - This allows the user to specify what severity of event will trigger the
log to be emailed with Critical Events being the most severe and Warning Events being the
least. For each level picked the higher level logs will also be emailed, for example selecting
Error Events will also send all Critical Events.

Potomac ES1100DT
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Below are examples of events that will be sent for each log level

e Critical: The Bridge is running at non recommended temperatures
e Error: The Bridge rejected a login attempt.
e Warning: An Initiator has logged out of the Bridge.

3.4.3 iSNS

Internet Storage Name Service allows automated discovery, management and configuration
of each iSCSI resource from a central point. If this option is enabled the Bridge will register its
resources with a central iSNS server. To enable iSNS on the Bridge, click the tick box and
enter the IP address for the iISNS Server and click the save button.

iISCSI to SCSI
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3.5 iSCSI Target Interface

This configuration page will allow the administrator to configure the password and username
for the CHAP authorisation on the Bridge

From within the main menu select the iISCSI Target icon from the SCSI System group

The GUI will now display the following window

Bridge Contral

iSCs1 Target

Console Home

Reboot System

CHAP
To enable CHAP click the tick box and enter the following details

e Username — this is the same name as specified in the iISCSI host
¢ Initiator Secret — this is the password defined in the iSCSI host
e Target Secret - this is the password that the Bridge will send to the iSCSI host.

Multipath Settings

Multipath is a method of sending data to an iSCSI target over multiple network connections.
These network connections can be on the same physical network cable or separate network
cables. By using Multipath it is possible to increase the network bandwidth to send data over.
A user may have a single iSCSI Session for an iSCSI Target, but within that session may
have multiple connections.

iISCSI uses to two main network ports, 3260 and 860. Within the Multipath configuration the
user can specify which ports will be made available to the initiator, 860, 3260 or both.

By default, the Bridge will allow up to 10 iSCSI connections per iISCSI Session. However,
some initiators will only allow 1 iSCSI Connection per iSCSI Session and will reject any login
to an iSCSI Target that tries to negotiate more iISCSI Connections.

, Note: See Appendix B for how to set up multipath on a Microsoft based Server.

Potomac ES1100DT
Page 21



3.6 iSCSI Sessions

Each initiator will open a session with each target device; to review these connections select
the iISCSI secessions page from the SCSI group.

Bridge Control
Consale Home iSCSI Sessions

Reboot System

Target -
iqn.1391-05.com. micrasoft:kik2k3  377d095e36575373.0000000000000000
Logout

Suppart

Online Help
Contact Support

This page lists the current connections i.e. logged on, from iSCSI hosts. It displays which
initiator is connected to which Target device.

Note: It is possible that more than one host to be connected to any target device
, or one host to multiple target devices.

Should it be required, it is possible to send a logout request to a host by highlighting the host
connection and pressing the logout button.

Note: Many initiators are configured to automatically reconnect after completing

the logout request. If this is the case then the connections window may not show
any change.

iSCSI to SCSI
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3.7 SCSl Initiator

This configuration page will allow the administrator to configure a number of parameters that
control the behaviour of the SCSI bus.

From within the main menu select the SCSI Initiator icon from the SCSI System section.

The GUI will now display the following window

Bridge Contral

8CSI Initiator

Console Home SCSI Settings

Reboot System

Logout

Suppart

Online Help
Contact Support

The settings in the SCSI Initiator page are advanced settings provided for configuration of
legacy devices. Typically, no modification to any of these parameters should be required.

Host ID

This defines the ID of the Bridge on the SCSI bus and should not require modification unless
using the unit with a shared SCSI bus.

Settle Delay

When devices are first turned or, when a SCSI bus reset is issued most devices will perform a
set of tasks to reinitialise settings and reconfigure certain parameters which can take a little
time to perform before the device will respond to commands on the SCSI bus. The settling
time is the length of time given to allow devices to reset before issuing commands. Some
older devices may take longer than the default 3 seconds which may cause them to be
missed when the Bridge rescans the SCSI bus. Increase this parameter in small steps only.

Advanced Options
The following settings should only be changed if instructed by your support channel:

e Maximum Commands per LUN — This is the maximum of commands that the Bridge
will allow any one device to accept at any one time Default 64

e Disable Wide Transfers — This forces the SCSI bus to work in Narrow Mode (8 bit)
only. Default off.

e Disable Synchronous Transfers, - This forces the SCSI bus to transfer in
Asynchronous Mode only. Default off.

Potomac ES1100DT
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Selecting either of the last two options will have a detrimental affect on the performance of the
Bridge.
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3.8 Device Manager

From within the Console Home menu select the Device Management icon. This will display
all the configured devices.

Bridge Control

Device Management

Console Home Device Info

Reboat Syster

Logout

Clear Configuration Update Configuration

Support

COnline Help
Contact Support

To display further details of the connected devices, click on the blue triangle the left of the

A
Bridgeworks

Bridge Control

Device Management

Console Home Device Info

@ui,00041b0000108000

Rehoot System o100 1

L |
Logout

| enabled [ Persistent
o |
Support HP - Ultriurn 2-5C51 Rev (T61D) |
Sequential-access device Device

Cnline Help [scs |
Contact Support Remouable Media
n22.50060B000057E758
0:1:0:0 |

Enable / Disable Device |Enabled =]
Clear Canfiguration Update Configuration

The expanded information also gives you a device control option

Enable / Disable Device — This pull down menu option allows you to disable a device from
appearing on the interface.

Potomac ES1100DT
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4.0 Information

4.1 System Information

This System Information page will allow the administrator to view the Performance of the

Bridge. From within the main menu select the System Information icon from the Bridge
Maintenance section.

The GUI will now display the following window

Bridge Cantrol

System Information

T — Firmware Ri
Boot loader
Serial Numl

iSCSI IQN:

Logout

Console Home |7Bridge & Firmware Details

Support
System Performance
Online Help

Contact Suppart Data throughput

Within the top window the following information is displayed

e Current Firmware & Boot Loader Revision Level
e Serial Number of the Bridge
e iSCSI Qualified Name (IQN)

Within the lower window are 3 bar graphs, which provide an approximation of the following
performance parameters:

Data Throughput - This indicates the current performance in MB/s.

CPU - This indicates the percentage of the time the CPU is occupied undertaking the
management and scheduling the transfer of data between the two interfaces

Memory Usage - This indicates the percentage of memory used by all processes

iSCSI to SCSI
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4.2 System Log

This System Log page allows the administrator to view the logged status of the Bridge.

From within the main menu select the View Log-file icon from the Bridge Maintenance
section.

The GUI will now display the following window

Node Contral

System Log

Console Home System Log

Rehoot System == System Information

197762
ion: “shepherdm v3.027 (Apr 22 2010 16:16:57)
ign.2002-12. com. 4br idgevorks . 030452

Logout
iSCST IOM:

Suppart
Jan 1 16:14:20 notice kernel: klogd: exiti
Online Help Jan 1 16:14:20 info

Contact Support Jan 1 16:14:20 notice kernel: klogd started: BusyBox wi.11.1 (2010-04-22 14:11:51 BST)

Click Here to Download || Clear System Log

Below the log display pane are two options:
= Clear System Log — this will delete the current and saved logs within the Bridge

Download — this will download the log file to your local disk. You may be asked by our

support team to email this log file to them to aid them in any problem resolution.
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5.0 Maintenance

5.1 Firmware Updates

The Firmware Updates page will allow the administrator to load new firmware into the Bridge.

From within the main menu select the Firmware Updates icon from the Bridge Maintenance
section.

The GUI will now display the following window.

Bridge Contral

Update Firmware

Consale Home Firmware Upload

20 0:27)
Reboot System 2011 11:40:27)

Logout Firm

support

Online Helpy
Contact Support

From time to time it may be necessary to upgrade the firmware within the Bridge. New
versions contain resolutions to known issues as well as new features and improvements to
the functionality of the Bridge. It is advisable to check for the latest release on a regular basis.
New versions of the firmware can be downloaded from the Bridgeworks web site at:
http://www.4bridgeworks.com/software_downloads.phtml

Once you have downloaded the new firmware to a local disk drive:

e Click on the browse button to locate the file you have downloaded from the website.
e Click on the update button.

Updating the firmware will take a few minutes after which it will be necessary to reboot the
system to bring the new code into memory.
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5.2 Saving the Configuration to Disk

The Load/Save Configuration page will allow the administrator to save and load the
configuration parameters to a file on a local disk.

From within the main menu select the Load/Save Configuration icon from the Bridge
Maintenance section.

The GUI will now display the following window

Bridge Contral

Load/Save Configuration

Consale Home Import Configuration

Reboot System
Logout Upload

uploadir
Support

Online Help
Contact Support

Export Configuraton——————
’7 Click Here to Download

Restore Defaults

’7 Restore Factory Defaults

Once you have finished configuring your Bridge we recommend that you save your
configuration data to a local disk. By doing so you could save valuable time if the unit

requires replacement, or if you require restoring an old firmware version, as the configuration
may change due to upgrades.

It is possible to create a “Boiler Plate” configuration and load this into each new Bridge as it is
initialised. This can ease the rollout of multiple Bridges within an enterprise.

To save the configuration data click on the “Click here to Download” link from within the
Export Configuration window located in the centre of the page.

Depending on the browser you are using, select the option to save file to disk.

The Bridge will now download an encoded file that contains all the configuration settings for
the Bridge.
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5.3 Restoring a Saved Configuration

To reload the configuration, click on the Browse button and locate the required configuration
to upload into the Bridge. Once located click the upload button and the new configuration data
will be uploaded.

Once completed, use the various configuration pages to make any further adjustments
required and then reboot the system.

5.4 Restoring Factory Defaults

By clicking on this button all the parameters will be set back to the factory defaults. This
includes IP address, hostname and passwords. We recommend that if you return the Bridge
for maintenance that you reset to defaults to protect passwords and other sensitive
information
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6.0 Troubleshooting

6.1 Lost Password

If you have lost the admin password it is possible to reset it with help from Bridgeworks.

249Q35CYD5A

Rieset Password

First ensure that there is nothing entered into the user field and then type
PASSWORDRESET into the password field.

The unit will respond with a challenge key.

Copy this key into an email along with your name, company and contact details — you must
include your company’s personnel email address for security purposes.

Send this email to support@4bridgeworks.com and a key will be returned for you to enter into
the key field.

Press the reset button once you have entered the key — this will reset the admin user
password back to admin.
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6.2

Network problems

Under normal operation you should be able to “ping” the network address of the Bridge and
receive a response. If this fails, run through the following checklist to help you identify the
problem.

Ensure that the Bridge is properly plugged into the library and that the library is
powered on. Make sure that the power LED on the Bridge is illuminated.

Ensure that the Ethernet cable is plugged in at both ends .
Note the status of the LEDs positioned within the Ethernet connector — make sure
that the “Link present” LED is illuminated. If it is not, check with your Network

Administrator.

If you are using a Bridge with two Ethernet ports and only one network cable, try
using the other network address and/or the other network port.

Ensure you are using the correct network address and netmask.
Scan the network using the LAN Scan utility to find all the Bridges connected to the

network in case the network address is different from that expected. See Section Lost
IP Address.

If none of the above resolves your problem, then after consulting with your Network
Administrator, please contact support.
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6.3

Device related problems

Once the Bridge has booted and the target devices have finished initialising, these devices
should be available on the host machine. After checking that you have correctly configured
the initiator, run through the following checklist to help you identify the problem.

Ensure that the devices are powered on and are ready — some libraries can take 5
minutes or more before they are ready and appear on the Bridge. (The power up
status of libraries are usually displayed on the front panel).

Ensure that the cables between the Bridge and the devices are connected.

Connect to the Bridge via the GUI and check that devices are present in the Device
management window and are enabled — you will need to drill down each device entry
to see this option.

If you can “ping” the Bridge but the GUI fails to appear check the setting within the
Web Browser you are using. If you are directly connected to the Bridge then any
proxy setting will require adjustment and may require you to contact your
administrator.

Ensure that the CHAP settings for the initiator and the Bridge are the same.

A common mistake is when enabling CHAP only for a device after the initial discovery
by the initiator. It will be necessary to remove the address from the discoveries tab
and recreate it with the appropriate CHAP settings, otherwise any rediscoveries will
be attempted without CHAP and no devices will be returned.

SCSI cables can be prone to having bent pins, particularly when using HD68
connectors. Check both ends to make sure no pins are bent. If you are in any doubt,
replace the cable with a new one.

Make sure all SCSI devices are either LVD or single-ended in order to be compatible
with this Bridge. For optimal speed do not mix LVD and single-ended devices on the
same bus.

Ensure both ends of each SCSI bus are terminated. Bridgeworks have included an
internal terminator within the Bridge.

Force a rediscovery from the initiator.

Reboot the devices and Bridge.

If none of the above resolves your problem, please contact support.
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6.4

Poor Performance

Poor performance can be caused by many differing reasons. The following checklist is
provided as a guide to where you may find ways to improve performance.

Ensure your initiator and Bridge are communicating at the fastest possible network
speed. Within the GUI is the Network Connections window, select this and check the
Link Speed entry in each of the Link Status Boxes. This should be 1000Mb/s - if this
is 10 or 100Mb/s, this will limit the performance dramatically.

Packet loss can be a cause of poor performance. Within the Link Status Box check
the number of TX and RX errors for both network Interfaces that are displayed in the
Network Connections window. This should be zero or a very small number. If these
are showing large numbers of errors, check the connections between the Bridge and
the initiator. Also check that the entire network cabling between the Initiator and the
Bridge is Cat5e certified.

By enabling Jumbo packets (increasing the MTU size to 9000 from within the GUI
Network Connections window (section 3.2.2)) you can improve the throughput
performance of the Bridge. This will only work if ALL of the components in the
infrastructure between the Initiator and the Bridge are enabled for Jumbo packets.
That includes the HBA, all switches and routers and the Bridge itself. If any of the
components are not enabled or not capable of handling Jumbo packets then
unexplained packet loss or corruption can happen.

Data Digests are an extra level of checksum error checking on top of the standard
TCP/IP checksum error checking (configured on the initiator). However, the
calculation of these extra checksums can greatly affect overall performance.
Therefore, Header and Data Digests should only be enabled where the integrity of the
Network connection is in doubt.

Poor GUI performance. If the Bridge is transferring large amounts of data then the
response from the GUI may seem a little slow as the process that controls the GUI
has the lowest priority for Network and CPU resources.
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6.5 LostIP Address

Introduction

The utility will find any device irrespective of its IP address; this can be helpful in determining
the IP address of a Bridgeworks device with an unknown IP address and for checking the
number of Bridgeworks devices on a network.

Downloading LAN Scan

The utility can be downloaded from:
http://www.4bridgeworks.com/support/software.shtml

How to use LAN Scan

The utility is available under both Windows and Linux, and is a CLI based tool.

The downloaded file is in .zip format and contains the files lanscan, lanscan.exe and
lanscan.bat.

For the GNU/Linux operating system the lanscan executable is needed.
For the Windows operating system the lanscan.exe and lanscan.bat files are required

Linux
Execute lanscan within a console and the output is displayed on screen.

Windows
Double click on lanscan.bat. This will create a file named lanscan.txt. Open lanscan.txt within
a text editor to view the discovered Bridgeworks devices.

Typical output

S WINDDWS system32hcmd.exe

Product : 8FC4288 S5CS5I-FC Bridge
Port
—> IP Address 18.168.11.18
—» Mac BA:B4:1b:-00:80:8c
—» Netmask 255 255 _255.8
——» Broadcast 18.18.18.255
A.A.a.8
15868

18.168.18.31
B@:04:1b:80:88:-0d
255_255_255.8
18.168.168.255

== RESpDI’ISE —_——— e = = = = = = = = = = = = = = =3
Hostname : bhridgeworks
Product : F81288 FC-S5CEI Bridge
Port A
—> IP Address 18.0.4.241
BA:c@:9f :2a:bf -Ge
255.255.255.A

U :“documents >
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Appendix A Setting up your Computer for Initial
Setup

Al Windows 95, 98 or NT

If your computer is running Windows 95, 98 or NT follow the instructions below. For users
with Windows 2000, 2003 or XP, instructions are detailed in Appendix A2 and for Windows
Server 2008, 7 or Vista, instructions are detailed in Appendix A3.

From the Start menu, choose Settings then Control Panel.

Then click the Network icon
ErT 21|

Configuration I Idenlificationl Access Conlroll

The following network components are installed: In the Network window’s Confi gu ration tab,
1 Client for Microsoft Netwarks -
S5 3Com Fast EtherLink XL 10/100Mb TX Ethemet NIC (3C3
53 Dial-Up Adapter

Y TCP/IP -> 3Com Fast EtherLink XL 10/100Mb TX Etherng

Select the TCP/IP entry

¥ TCPAP -> Dial-Up Adapt - .
: Gp sl ; - Then the Properties Button
Remove | Properties I
Primary Network Logon:
ICIient for Microsoft Networks LI
File and Print Sharing...

Description
TCP/IP is the protocol you use to connect to the Intemnet and
wide-area networks.

0K l Cancel l

21x] Click on the IP Address tab

Bindings |  Advanced | New®ios |
DNS Configuration I Gateway I WINS Configuration P Address

Make a Note of your current set up then:

An |P address can be automatically assigned to this computer.
If your network does not automatically assign P addresses, ask

your network administrator for an address, and then type it in Click on the SpeCIfy an IP address button

the space below.

" Obtain an IP address automatically

& Specify an IP address:

P Addss: Enter 10.10.10.11 into the IP Address field
Subnet Mask: Enter 255.255.255.0 into the Subnet Mask field

Finally click the OK button and reboot your
computer.

oK | Cancel ]

‘ Note: Once you have completed the initial set up of the Bridge, return your
ﬂ computer to the original settings and reconnect to the Bridge.
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A2 Windows 2000, 2003, XP

If your computer is running Windows, 2000, 2003 or XP follow the instructions below .For
users with Windows 95, 98 or NT instructions are detailed in Appendix A1 and for Windows
Server 2008, 7 or Vista, instructions are detailed in Appendix A3.

From the Desktop or Start menu, select My Computer

=lofx|
[ o von oo vk vo ____ E nthe My Computer window select Network
| =gk - = - 3] | @oearch [yFolders (BHistory | BS I X o | - . . . .
B @ oo <] »« | @and Dial-up Connections positioned in the
T — e T [ s bottom left hand corner
L@ L 12?3‘& Floppy {(A:) 314-Inch Floppy Disk
"~ ELocal Disk (C:) Local Disk 13.9
MY Computer @Compact Disc{D:)  Compact Disc
[ S2oataon'ntserver... NetworkDrive
Select an item to view its (59 Control Panel System Folder
description.
Displays the files and folders on
your computer
See also:
My Documents
My Network Places
Ietwork and Dial-up Connections
« | >
|5 object(s) !@ My Computer 4
T‘% From within the displayed Network and
File Edit View Favorites Tools Advanced Help . . .
| - > - 0] Qe Troies Griey | B B X 0 [T Dial-up _Con nections select the interface
| Aderess [0 Network and Disup Cormections 5] o= | CONnection that will be used to connect to
T = [Tyee the Bridge — in this example we have
1= . S i - selected the Gigabit Ethernet interface.
Network and Dial- UL Gigabit Ethernet LAN

up Connections

This folder contains network
connections For this computer, and
a wizard to help you create a new
connection.

To create a new connection, click
Make New Connection.

To open a connection, click its icon.

Tg access sthlng; a::d lgol[qfopents = I _']
3 object(s) [ [ 4
Gerel | A general status page will be displayed. From within this
- Connection page select Properties
Status: Connected
Duration: 00:25:10
Speed: 1.0 Gbps
~ Activity
Sent —— @1 ~—— Received
L
Packets: 58720 | 86,280
Disable
Close |
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Gigabit Ethernet Properties 21|

General I Sharing I

Connect using:
I 3 NETGEAR GA311 Gigabit Adapter

Configure |

Components checked are used by this connection:

. Client for Microsoft Networks

[ = Network Load Balancing

v .@ File and Printer Sharing for Microsoft Networks
VI Intemet Protocol (TCPAP)

Install... | Uninstall Properties I
e

Allows your computer to access resources on a Microsoft
network.

IV Show icon in taskbar when connected

0K Cancel

Internet Protocol {TCP/IP)

General

‘You can get IP seftings assighed automatically if your network supports
this capabilty. Otherwise, you need to ask your network administrator for
the appropriate IP settings.

" Obtain an IP address automatically
1% Use the following IP address:

IP address: 10.10 .10 .1

Subnet mask: 255.255.255. 0
Default gateway: E 3 k

£ Obtain DNS server address automatically

(% Use the following DNS server addresses:

Preferred DNS server:
Alternate DNS server: 3 F

Advanced...

oK Cancel

21|

Select the Internet Protocol (TCP/IP) entry and then
Properties

Make a Note of your current set up then:
Click Use the following IP Address

Enter 10.10.10.11 into the IP Address field
Enter 255.255.255.0 into the Subnet Mask field

Finally click the OK button.

computer to the original settings and reconnect to the Bridge.

% Note: Once you have completed the initial set up of the Bridge, return your
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A3 Windows Vista / Server 2008 or Vista or 7

If your computer is running Windows, Vista or 7 follow the instructions below .For users with
Windows 95, 98 or NT instructions are detailed in Appendix Al and for Windows 2000, 2003
or XP, instructions are detailed in Appendix A2.

From the Start menu, select Control Panel

wﬁ = Netwodk and Irtamet & Nemecck and Shading Conter

.!.,' Laoveh Conany Pacw! 2

% From the control panel select the

e Votw your Basic networi indormation and $61 Up CONNECONS i
> Chsnge siogems s A P @ «w~ | Network and Internet link, followed
e e ke - vewrar by the Network and Sharing
Vies your sty eisode censenns | Centre link.

3 Motk
v Ao Pt e

Chamge yven ratannb g e
«“, 1 oy & e COAAEYT

- o AT airh

Lot up & windiens, Broadtend, Gabug, 88 hoc, o VPN CONMCION O E LD B AovEar

O M08 peet

W Cometto s netaon

COMacE o MOt 80 8 workens, wwnd, Galug, OF VI At ork Conon

Chaimisa M a Jringd ond Wavsn) gt

Eoas i and poreart leceted e Cthas AtaA OmPVITL o (hInGe thanng

g

T CNagrns and epr i problemd, o 9ot Drovblehosting el pmaton

Zetesbpe  btenet
Commections | Locst Avs Connucnon

5 Local Area Connection Status W
s
Connecton
1Pv4 Connectivity: Intermet
1Pv6 Connectivity: No Internet access
Media State: Enabled
Duration: 11 days 09:37:18
Speed: 1.0 Gops
[ Detwis..._]
Activity
Sent — t\! ~——  Received
: @
Bytes: 8,714,667,387 | 8,676,681,643
|
[#rropertes | [ Spisatle | [ Dagnose
[ cese ]

|

,“, Local Area Connection Properties .

Networking

Connect using:
gr Realtek RTL8168D/8111D Family PCI-E Gigabit Ethemet

This connection uses the following items:

.Q File and Printer Sharing for Microsoft Networks

4. |ntemet Protocol Version 6 (TCP/IPv6)

B et Frotoco Verson & (TCP/Pv4)

~&. Link-Layer Topology Discovery Mapper |/0 Driver
-4 Link-Layer Topology Discovery Responder

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

Now you can see the Local Area
connection dialogue box. Double
click Local Area Connections.

A general status page will be displayed. From within
this page select Properties

Select the Internet Protocol Version 4 (TCP/IP)
entry and then Properties
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I Intermet Protocol Version 4 (TCP/IPv4) Properties w
General |

You can get IP settings assigned automatically if your network supports
this capabiity. Otherwise, you need to ask your network administrator
for the appropriate IP settngs.

Obtan an IP address automaticaly
9) Use the following 1P address:
f 3 sddress: 10.10.0.1
I Subnet mask: 255.255.255. 0
Defoult gateway: 10.10.10.1

©) Obtain DNS server address automatcaly
Use the foloning DINS server addressas:

Make a Note of your current set up then:
Click Use the following IP Address

Enter 10.10.10.11 into the IP Address field
Enter 255.255.255.0 into the Subnet Mask field

Finally click the OK button.

Note: Once you have completed the initial set up of the Bridge, return
% your computer to the original settings and reconnect to the Bridge.
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Appendix B Microsoft iSCSI Initiator

B1 Connecting to an iSCSI Device using the Microsoft iSCSI
Initiator in Windows Vista Server 2008 R1 or Server 2003

There are many iSCSI Initiators available. However, for the purpose of this user guide we
shall concentrate only on the Microsoft iISCSI Initiator. In this example we have used the
Microsoft iISCSI that is available with Microsoft Vista. However, the following procedure
should be identical for all versions of Microsoft iISCSI Initiator.

Step 1 — General Set up

Open the iSCSI initiator and then click on the General Tab. You should see a window as
shown below.

iSCSI Initiator Properties ==

| FavorteTargets |  VolumesandDevices |  RADIUS
General | Discovery | Targets

iSCSI devices are disk, tapes, CDs, and other storage devices on
another computer on your network that you can connect to.

Your computer is called an initiator because it initiates the connection to
the iSCSI device, which is called a target.

Initiator Name ign. 1991-05.com.microsoft: tarquin-vista

To rename the initiator, dick Change. Change...
To use mutual CHAP authentication for verifying
targets, set up a CHAP secret. Secret

To set up IPsec tunnel mode addresses,
dick Set up. Sy

What is iSCSI ?

OK ] l Cancel

In this window the user is able to configure the initiator name, specify the initiator secret and
set up the IPsec connections. For the purpose of this document we shall leave the initiator
name as the default. The iISCSI Bridge not support this

Potomac ES1100DT
Page 41



If you intend to use Mutual CHAP authentication you must enter the Initiator secret on this

page.
Click on the secret button and a window should be displayed

iSCSI Initiator 3]
Type a CHAP secret to be used to authenticate (verify) targets. The most
secure CHAP secrets are not words and phrases, but a random sequence

of characters. Enter this same CHAP secret on the target so that the
initiator can connect.

CHAP secret:

|
[ox [ concd ]

Enter in the Initiator Secret and click OK. The secret should be between 12 and 16

characters.
Make a note of this secret as you will need to enter this as part of configuring CHAP on the

iSCSI Bridge

Step 2 - Discovery of Devices
Before the user can connect to an iSCSI Target, the iISCSI targets must be discovered.
Click on the Discovery tab and you should see the window below

@

iSCSI Initiator Properties
Favorite Targets __L_Vglumes and Devices RADIUS
General | Discovery Targets
Target portals
Address Port Adapter IP address

ISNS servers

Name
[ OK ] [ Cancel Apply
iISCSI to SCSI
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To add an iSCSI Target portal, click on ‘Add Portal’. The user should now be presented with
a window.

e

Add Target Portal ==

Type the IP address or DNS name and port number of the portal you want
to add. To select settings for the discovery session to the portal, dlick
Advanced.

IP address or DNS name: Port:

| 3260 Advanced...

[ OK JL Cancel ]

Enter an IP-address for the iISCSI Target. In this example we shall use the IP-address of
10.10.10.50.

Leave the port 3260 unless you have configured your iSCSI Bridge only to respond on port
860, in which case change it to 860. Click on the advanced button to see the advanced
options.

Advanced Settings ? |
General | IPsec }
Connect by using
Local adapter: [Mu:msaft iSCSI Initiator v ]
Source IP: [Default v ]
Target portal:
CRC / Checksum
|| pata digest [ | Header digest
[] cHAP logon information
[]Use RADIUS to generate user authentication credentials
[T]use RADIUS to authenticate target credentials
OK Cancel

The ‘Connect by using’ box allows the user to specify which iISCSI Adaptor to use and the
Source IP. The Local adaptor will only differ from Microsoft iISCSI Initiator setting if an iSCSI
Offload card has been installed. For the purpose of this guide we shall only use the Microsoft
iISCSI Initiator. Leaving this setting as Default will also use the Microsoft iISCSI Initiator.

The Source IP is used to specify upon which network adaptor the discovery will be done. In
most cases the user will want to leave this as default. If multiple network interfaces are
installed in the Server and the user wishes to select a particular interface, select the IP-
address of that network interface from the pull down list.
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CRC/Checksum settings allow the user to specify whether the discovery is done using Data
and/or Header Digests. Unless the iSCSI device is on a poor quality network where data
corruption is likely, it is recommended then Header and Data Digests are left disabled, as
performance will be affected.

If the iISCSI Bridge has had CHAP enabled, or the user wishes to authenticate the iISCSI
Bridge, click on the checkbox ‘CHAP login information’ to enable CHAP. Now enter the
username and target secret that was configured on the iISCSI Bridge. If the user wishes to
authenticate the iISCSI Bridge, select ‘Perform mutual authentication’.

Note: For mutual CHAP to be performed, the Initiator Secret must be set on the general
tab, and be the same as the one configured on the iSCSI Bridge.

The use of RADUS is beyond the scope of this guide.
Once the user is satisfied that all advanced options are correct click OK.
The user should now see a window as below.

Add Target Portal =

Type the IP address or DNS name and port number of the portal you want
to add. To select settings for the discovery session to the portal, dick

Advanced.
IP address or DNS name: Port:
10.10.10.50 3260

I OK H Cancel ]

Now click OK and the Microsoft iISCSI Initiator shall perform the discovery. This usually
performs quickly but can take up to a minute with multiple network ports.
Once the discovery is complete, the user should see the target listed in the Target Portals list.

iSCSI Initiator Properties ==
 FavoriteTargets | VolumesandDevices |  RADIUS |
General | Discovery | Targets
Target portals
Address Port Adapter IP address
10,10.10.50 3260 Default Default
Add Portal... ] [ Remove ] [ Refresh
iISNS servers
Name
Add... Remove f Refresh
’ OK ] { Cancel I Appl

If the user has an iISNS-server then the address can be added in the iISNS-servers list by
clicking Add. A window should appear
iISCSI to SCSI
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Add iSNS Server

IP address or DNS name of server:

[ OK ] [ Cancel

Enter the address of the iISNS-Server then click OK. The Microsoft iISCSI-Initiator will now
query the iISNS-Server and discover any iSCSI-Targets that are registered.

Step 3 — Targets
Click on the Targets tab.
The devices discovered should now be listed and shown as below

iSCSI Initiator Properties ==
Favorite Targets I Volumes and Devices I RADIUS |
General | Discovery ] Targets
To access storage devices for a target, select the target and then dick
Log on.
To see information about sessions, connections, and devices for a target,
dick Details.
Targets:
Name Status
ign. 1988-11.com.dell.b9ad34:spi.6.0.0 Inactive
ign. 1988-11.com.dell.bSad34:spi.6.0.1 Inactive
[ Details J [ Log on... J [ Refresh ]

[ OK H Cancel ] Apply

In this example two iSCSI targets have been discovered. The first device is the tape drive,
and the second is the media changer. If no devices are displayed, check the settings used to
do the discovery, especially the CHAP settings then return to Targets tab and click Refresh.
If still no devices are displayed, check network cables and that the iISCSI Bridge is
operational.
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To connect to one of the iISCSI Targets, click on one of the target names and then click the
‘Log on’ button. In this example we have chosen the first target. A window should appear.

e >

Log On to Target

Target name:

[ Automatically restore this connection when the computer starts

[ Enable multi-path

N Only select this option if ISCSI multi-path software is already installed
== on your computer,

o) [ )

If the user wishes to connect to the target automatically when the computer is booted, click
the check box ‘Automatically restore this connection when the computer starts’.

Even if the user wishes to connect to the iISCSI Target using Multipath, they should not check
‘Enable Multi-path’ Check box. This will be covered in a following section.

Now click on the advanced button to see the advanced settings. A window should appear as
below.

Advanced Settings 7|

General ‘ IPsec

Connect by using

Local adapter: {Microsoft iSCSI Initiator - ]
Source IP: (10.0.0.237 -
Target portal: (10.10.10.50 / 3260 v
CRC / Checksum

[] Data digest [ Header digest

[] cHAP logon information

[]Use RADIUS to generate user authentication credentials

[T]use RADIUS to authenticate target credentials

OK Cancel

This advanced settings page is the same as that of the discovery with one addition. On the

‘Connect by using’ section the user can select the Target Port that he wishes to connect too.
This is particularly useful if the user is going to create multiple connections. In this example

we have chosen to connect to the IP-address 10.10.10.50 on port 3260.
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To see how this relates to the iISCSI Bridge configuration note the IP-addresses in the window
shown below.

S I ES]

G:;vl"/’mlmmmlml =42l X e sexch 2g
Ele Edt Yew Favortes | Jook el

& Ariscstsie Mansgenert Comcle [l B - B) - @ - e - Grecks - *

B

ISCS1 Target

e TUTUUrT T oW R -,
Ason| (@ &M |[&iscstoage Manage.. | WA s

Set up the Digest and CHAP settings as described in stage 2 during the discovery phase and
click OK.

This will now take you back to the window that was shown in figure 10. Click OK once more.
The user should now see the iISCSI Target connected.

Favorite Targets | VolumesandDevices |  RADIUS
General | Discovery | Targets

To access storage devices for a target, select the target and then dlick
Log on.

To see information about sessions, connections, and devices for a target,

dick Details.

Targets:
Name Status
ign. 1988-11.com.dell.bSad34:spi.6.0.0 Connected
ign. 1988-11.com.dell.bSad34:spi.6.0.1 Inactive

[ Details ] [ Log on... ] [ Refresh ]

Lo J[iconed J[ aooy |
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Step 4 — Viewing iSCSI Session Details
Now that the user has connected to an iISCSI Target, to check that the device is connected
click on the Details button. A window should appear.

[ =

| Target Propertiés
Sessions | Devices | Properties

This target has the following sessions:

Identifier

[l FeFFrffa741d31c-40000 13700000008

[ Log off... ] [ Refresh ]
Session Properties
Target portal group: 1
Status: Connected
Connection count: 1

Session Connections

To configure how the connections within
this session are load balanced, dick Connections
Connections.

In this window the user can view the iISCSI Sessions associated to the iISCSI Target, how
many connections are attached to each iISCSI Session, and the Target Portal Group. If the
user clicks on the Device tab, he should see details of the target device. Here we can see that
the device is an IBM LTO Tape drive.

| Target Propertiés =l

| sessions | Devices | properties

These are the devices exposed by iSCSI sessions to the target. Click
Advanced to view information about the device and configure the
multipath policy.

Devices:

Device Name MPIO Capable

IBM ULTRIUM-HH3 SCSI Sequential Device LTO Tape drive

[ oc ][ cancal ]| apoly
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Step 5 — Creating multiple connections (Optional)

If the user wishes to create multiple connections to an iISCSI Session, return to the Session
tab in the Target Properties window.

Click on the Connections button and a window should appear. This is shown below.

Session Connections | =]

Connections |

Load balance policy:

Round Robin v

Description

The round robin policy attempts to evenly distribute incoming
requests to all processing paths.

This session has the following connections :

Source Portal Target Portal Status Type Weight (|
10.0.0.237/5... 10.10.10.50/... Conne... Active nja 0
4 | n 13
[ Add ‘ [ Remove ] [ Edit...
[ OK l [ Cancel ] App

The Session Connections window shows how many iSCSI Connections are active and the
type of load balance used. For all iISCSI Sessions there will be at least one ‘leading
connection’.

iSCSI connections can be added and removed at any time, all apart from the leading
connection, which can only be removed when the iISCSI Session is logged off.

The Load balance policy specifies how the data is distributed over multiple connections. The
main policies that should be used are ‘Round Robin’ and ‘Fail Over Only’.

Round Robin will utilize all connections for data and evenly distribute the data.

Fail Over Only will use the Leading connection for data transfer. If a connection should go
down then the data transfer shall switch on one of the other connections.

For most purposes Round Robin will provide the greatest performance increase.

If you have been experiencing a performance decrease when transferring data to more than
one device using multiple connections, please refer to the trouble-shooting guide.

To add a new connection to a session, click on the Add button and a new window should
appear.

Add Connection (=3

Target name:

Advanced... [ OK ][ Cancel J
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Now click on the Advanced button to see the Advanced Settings.

General | Ipsec

Connect by using

Local adapter: | Microsoft iSCSI Initiator |
Source IP: [10. 10.11,56 v]
Target portal: [10. 10.11.50 / 3260 v]
CRC / Checksum

Data digest [ Header digest

[T cHap logon information

a target and an
qured on the target

User name:; i ign. 1991-05.com.microsoft: tarquin-vista |

Select the Source IP-address and the Target Portal that you wish to connect too via the pull
down menus in the “Connect by using” section. When setting up multiple connections you
ideally want to connect to different ports and different network interfaces. In this example we
have connected to 10.10.10.50/3260 as the leading connection and the second connection
will be 10.10.11.50/3260.

The corresponding network configuration on the iISCSI Bridge for the example above is shown
below.

5 =)
GO- A hitpe//101030.50/connections/ o] 49| x [ Live Searcn Pl
WA Network Connections 2 v B v o ov kP DTocky

Network Connections.

Endge Control
Cansole Home
MNetwork Ping
Raboot Syatem

kegout
Support
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Set up CHAP and Digest then click OK. The user will now be brought back to the window
below. Click OK and now the user should see the Session Connections page with two
connections.

& \

Session Connections (23]

Connections

Load balance policy:

[Round Robin v

Description

The round robin policy attempts to evenly distribute incoming
requests to all processing paths.

This session has the following connections :

Source Portal Target Portal Status Type Weight C
10.0.0.237/6... 10.10.10.50/... Conne... Active nja 0
10.10.11.56/... 10.10.11.50/... Conne... Active nfa 0
< | n J »

[ ad ][ Remove |[ Edit..

[ ok ][ cancel ][ appiy

The user can add up to 8 different connections.
Once the user has completed setting up the connections, click OK to return to the iSCSI

session page. You should now see the number of connections increased. In this example we
have 2 connections.

r

Target Properties @
Sessions | Devices I Properties

This target has the following sessions:

Identifier
D ffffffff8741d31c-4000013700000008

Log off... ] [ Refresh ]
Session Properties
Target portal group: 1
Status: Connected
Connection count: 2

Session Connections

To configure how the connections within

this session are load balanced, dick
Connections.

(Lo ][ cancl ][ apply

Now click on OK to return to the Microsoft iSCSI Initiator main window.
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Step 6 — Logging off an iSCSI Session
To log off an iSCSI Session, follow the following procedure.

e Open the Microsoft iISCSI Initiator and click on the Targets tab.
e Click on the iSCSI session that the user wishes to log off and then click Details.

¢ Inthe Target Properties window, select the Sessions Tab and select the identifier that
is to be logged off.

e Click the Log off button. This will log off all connections associated with the iSCSI
Session.

The session identifier should now be removed from the identifier list. Click ok to return to the
main iSCSI Initiator window. The iSCSI device should now show as inactive.
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B2 Connecting to an iSCSI Device using the Microsoft iSCSI
Initiator in Windows Server 2008 R2

There are many iSCSI initiators available. For the purpose of this user guide we shall
concentrate only on the Microsoft iSCSI Initiator. In this example we have used the Microsoft
iISCSI that is available with Microsoft Server 2008 R2.

Step 1 — General Set up

Open the iSCSI initiator and then click on the Configuration Tab. You should see a window as
shown below.

iSCSI Initiator Properties

"Targets | Discovery | Favorite Targats | volumes and Devices | RADIUS  Configuration I

Configuration settings here are global and will affect any Future connections made with
the initiator.

Any exiskting conneckions may continue ko work, but can Fail if the syskem restarts or
the initistar otherwise tries to reconnect ta a target.

When connecting to a tatget, advanced connection Features allow specific control of a
particular connection,

Initiator Mame:
ign. 1991-05, com. microsoftiwin-d3051 sidkbe

To madify the initiator name, click Change. Change...
Ta set the initiator CHAP secret for use with mutual CHAP, CHAR...
click CHAP.

T set up the IPsec tunnel mode addresses for the initiator, IPsec. .,
click TPser.

To generate a report of all conmected targets and devices on Report
the system, click Report,

More ahout Confiquration

[+ I Zancel I Apply

In this window the user is able to configure the initiator name, specify the initiator secret and
set up the IPsec connections. For the purpose of this document we shall leave the initiator
name as the default.
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If you intend to use Mutual CHAP authentication you must enter the initiator secret on this
page.

Click on the secret button and a window should be displayed

iSCSI Initiator Mutual CHAP Secret

The i3CSI initiator mutual CHAP secret is used to authenticate the target, The secret entered
here will have to be configured on each target that wou wish to use mutual CHAP.

Mutual CHAP requires the use of initiator authentication when connecting to the target, this can
be done by using the advanced options when making connections to the target,

To clear the secret Fram the initiator, click Clear and then Cancel.

Initiatar CHAP secret:
[l
Cleat | (0] I Cancel

Enter in the initiator secret and click OK. The secret should be between 12 and 16 characters.
Make a note of this secret, as you will need to enter this as part of configuring CHAP on the
iSCSI Bridge.

Step 2 - Discovery of Devices
Before the user can connect to an iSCSI Target, the targets must be discovered.
Click on the Discovery tab and you should see the window below

iSCSI Initiator Properties E

.Targets Discovery |Favorlte Targets I Yolumes and Devices | RADIUS | Configuration I

[ Target portals

The system will look Far Targets on Following portals: &I

Address I Port I Adapter | IP address I

To add a target portal, click Discover Portal, Discover Portal...
Ta remove a karget portal, select the address abowve and
then click Remcove,

[iSNS servers

The system is registered on the Following SHS servers: Refrash

Mame |

To add an iSNS server, click Add Server. add Server .
Ta remove an iSMS server, select the server sbove and [E—
then click Remove,

More shout Discowvery and iSKS

QK Cancel Apply
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To add an iSCSI Target portal, click on ‘Discover Portal’. The user should now be
presented with a window.

Discover Target Portal E
Enter the IP address or DMNS name and port number of the portal you
wank to add.

To change the default settings of the discovery of the target partal, click
the Advanced butkon.

IP address or DS name: Port: (Default is 3260.)

| [ | 3260

Advanced.., | (84 I Cancel |

Enter an IP-address for the iSCSI Target. In this example we shall use the IP-address of
10.10.10.99.

Leave the port 3260 unless you have configured your iSCSI Bridge only to respond on port
860, in which case change it to 860. Click on the advanced button to see the advanced
options.

Advanced Settings EHE

General | IPsec I

— Conneck using

Local adapter:

Iritiator IP: |pefaule |

Target portal IP: I j

[ CRC [ Checksum
[~ Data digest [~ Header digest

I~ Enable CHAP log an

— CHAP Log on information

CHAP helps ensure connection secutity: by providing authentication between a target and
an initiakor,

To use, specfy the same name and CHAP secret that was configured an the target for this
initiatar. The name will default to the Initiator Mame of the system unless another name is
specified.

farnes I iqn. 1991-05. corn, ricrosoft :win-d3081 sidkbe

Tiarget secrek: I

I™ | Perfarm mutual authentication

T use mutual SHAR, either specify an initistor secret on the Configuration page or use
RLADILS,

= Use RADIUS bo generate user authentication credentials
™| Wse RADIUS to authenticate Earget credentials

(o4 I Cancel Loply

The ‘Connect using‘ box allows the user to specify which iSCSI Adaptor to use and the
Source IP. The Local adaptor will only differ from Microsoft iISCSI Initiator setting if an iISCSI
Offload card has been installed. For the purpose of this guide we shall only use the Microsoft
iISCSI Initiator. Leaving this setting as default will also use the Microsoft iISCSI Initiator.

The Initiator IP is used to specify upon which network adaptor the discovery will be done. In
most cases the user will want to leave this as default. If multiple network interfaces are
installed in the server and the user wishes to select a particular interface, select the IP-
address of that network interface from the pull down list.

CRC/Checksum settings allow the user to specify whether the discovery is done using Data
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and/or Header Digests. Unless the iSCSI device is on a poor quality network where data
corruption is likely, it is recommended that Header and Data Digests are left disabled, as
performance will be affected.

If the ISCSI Bridge has had CHAP enabled, or the user wishes to authenticate the ISCSI
Bridge, click on the checkbox ‘Enable CHAP log on’ to enable CHAP. Now enter the
username and target secret that was configured on the ISCSI Bridge. If the user wishes to
authenticate the ISCSI Bridge, select ‘Perform mutual authentication’.

‘ Note: For mutual CHAP to be performed, the Initiator Secret must be set on the
% general tab, and be the same as the one configured on the iISCSI Bridge.

The use of RADUS is beyond the scope of this guide.

Once the user is satisfied that all advanced options are correct click OK.
The user should now see a window as below.

Discover Target Portal E

Enter the IP address or DMS name and port number of the portal vou
want ko add.

To change the default settings of the discovery of the target partal, click
the Advanced button,

IP address or DS name: Port: (Default is 3260.)

10,10,10,99] 3260
| |

Advanced.., | oK I Cancel |

Now click OK and the Microsoft iSCSI Initiator shall perform the discovery. This usually
performs quickly but can take up to a minute with multiple network ports.

Once the discovery is complete, the user should see the target listed in the Target Portals list.

iSCSI Initiator Properties ﬂ

Tergets Discovery | Favorite Targets | ¥olumes and Devices | RADIUS | Configuration |

[ Target portals

The system will look For Targets on Following portals: &I

Address | Port | Adapter | IP address
10.10.10.99 3260 Microsoft iSCST Initiator 10.10.10.99
To add a target partal, click Discover Partal. Discover Partal...

Ta remave a target portal, select the address above and E—
then click Remove.

[ISNS servers

The system s registered on the Following iS5 servers: Refresh

Mame |

To add an iSMS server, click Add Server, Add Server...
Ta remove an iSNS server, select the server above and E—
then click Remove.

More about Discovery and iSHS

oK | Cancel Apply:
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If the user has an iISNS-server then the address can be added in the iISNS-servers list by
clicking ‘Add Server’. A window should appear

Add iSNS Server |

Enter the IP address ar DNS name of server:

(o] 4 I Cancel

Enter the address of the iISNS-Server then click OK. The Microsoft iISCSI-Initiator will now
query the iISNS-Server and discover any iSCSI-Targets that are registered.

Step 3 - Targets
Click on the Targets tab.
The devices discovered should now be listed and shown as below

iSC5I Initiator Properties

Targets | Discavery I Favorite Targets I Yolumes and Devices I RADIUS I Configuration I

—Quick Connect

To discover and log on to a targek using a basic connection, type the IP address or
DMS name of the target and then click Quick Connect,

Target: I | Guick Connect, ., |
r~Discovered targets
Refrash |

Mame | Skakus
ign. 2002-12 . com. 4bridgeworks, 000000:6d7 a85844c2F 1Fa8. ...  Reconnecting...
ign. 2002-12 . com.4bridgeworks, 001c05:naa, 500606000057, . Reconnecting...

/ | B
Ta conneck using advanced options, seleck a target and then Connect |
click Connect.

To completely disconnect a kargek, select kthe karget and Disconnect |
then click Disconnect,

For target properties, including configuration of sessions, Properties... |
select the target and click Properties,

For configuration of devices associated with a barget, select Devices.. . |
the target and then click Devices,

More about basic iSCSI connections and targets

(0] 4 I Cancel I Apply I

In this example two iSCSI targets have been discovered. The first device is the tape drive,
and the second is the media changer. If no devices are displayed, check the settings used to
do the discovery, especially the CHAP settings then return to Targets tab and click Refresh. If
still no devices are displayed, check network cables and that the iSCSI Bridge is operational.
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To connect to one of the iISCSI Targets, click on one of the target names and then click the
‘Log on’ button. A window should appear.
Connect To Target

Target name:

I 'gn.2002-12.com, 4bridgeworks, 000000: 97 7409536978373, 0000C

v &dd this connection to the list of Favorite Targets,

This will make the svwskem autanatically atkeript ko restaore the
conneckion ewery time this computer restarts,

[~ Enable mulki-path

Advanced... | ok I Cancel |

Even if the user wishes to connect to the iISCSI Target using Multipath, they should not check
‘Enable Multi-path’ Check box. This will be covered in a following section.

Now click on the advanced button to see the advanced settings. A window should appear as
below.

Advanced Settings [ 7]

General | TPac |

Connect using

Local adapter:

Initiator IP: |efaul =l
Target portal IP: |Default =l
CRLC [ Checksum
’Vr Data digest I™ Header digest

™ Enable CHAP log an
- CHAP Lag on information

CHAP helps ensure conmection security by providing authentication between a target and
an intiatar,

To use, specify the same name and CHAP secret that was configured on the target for this
initiator, The name will default to the Initistar Name of the system unless anather name is
specified.

i [ i 19:-05. com micrasoft win-d308 Lsidkbe

Target secret; I

I Performmutual authentication

T s mutual CHAP, either specity an initiater secret on the Configuration page or use
RADILIS,

I™ Use RADIUS bo generate user authentication credentials
I™ Use RADIUS o authenticate target credentials

’TI Cancel I Apply |

This advanced settings page is the same as that of the discovery with one addition. On the
‘Connect using’ section the user can select the Target Port that he wishes to connect to. This
is particularly useful if the user is going to create multiple connections. In this example we
have chosen to connect to the IP-address 10.10.10.99 on port 3260.
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Set up the Digest and CHAP settings as described in stage 2 during the discovery phase and
click OK.

This will now take you back to the Connect to Target window. Click OK once more. The user
should now see the iISCSI Target connected.

iSCSI Initiator Properties E

Targets |D|scovery' | Favarite Targets | Wolumes and Devices I RADIIS I Configuration |

~Quick Connect
To discover and log on to a karget using a basic connection, type the IP address or
DS name of the target and then click Quick Connect,

Target: Quick Connect, .

[ Discovered targets

Refresh |

Mame I Status |
ign. 2002-12, com.4bridgeworks. 000000:97 7d098e36578. .. Connected
ign.2002-12 com.4bridgeworks. 000000:97 7d0a8e36575...  Inactive

To conneck using advanced options, select a target and then
click Connect.

To completely disconnect a target, select the target and Disconnect

then click Disconnect.

For target properties, including configuration of sessions, Properties. ..
select the target and dick Properties.

For configuration of devices associated with a karget, select BERfEES 0 |
the target and then click Devices.

More about basic iSCSI connections and targets

oK Cancel Apply
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Step 4 — Viewing iSCSI Session Details
Now that the user has connected to an iSCSI Target, to check that the device is connected
click on the ‘Properties’ button. A window should appear.

Properties

Sessions IPortaI Groups I

Refresh I

Identifier |
[ fffffaa001770015-400001 3700000008

To add a session, click Add session, Add session
To d?scnnnect OME OF ke sessions, select each Efamemme:
session and then dlick Disconnect,

To view devices associated with a session, select Devices...

a session and then dlick Devices,

7~ Session Information

Target portal group tag: 1

Status: Connected
Connection count: 1

Maxirmurn Allowed Cornections: 10
Authentication: None Specified
Header Digest: MNone Specified
Data Digest: None Specified

~Canfigure Multiple Connected Session {MCS)
To add additional connections to a session or
configure the MC3 policy for a selected session, MCS...
click MC3,

More: Infarmation on iSCS1 Sessions

Ok | Cancel |

In this window the user can view the iISCSI Sessions associated to the iSCSI Target, how
many connections are attached to each iSCSI Session, and the Target Portal Group. If the
user clicks on the ‘Devices...’ tab, he should see details of the target device.

Devices

5 0 Target 0: LUN O

‘tolume path names:

Legacy device name:

Device interface name:
A iz

Configure Multipath 10 (MPIO)
To configure the MPIO policy for a
selected device, dlick MPIO, PO |

Information On iSCSI Device Details
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Step 5 — Creating multiple connections (Optional)

If the user wishes to create multiple connections to an iSCSI Session, return to the Session
tab in the Target Properties window.

Click on the ‘MCS..." button and a window should appear. This is shown below.

Multiple Connected Session (MCS)

MCS policy:

Description

The round robin policy attempts to evenly distribute incoming requests to all
processing paths.,

This session has the Following connections:

Source Partal | Target Portal | Skakus | Twpe | Weight | C
0.0.0.0/61894 10,10,10,107}3... Connected  Active nfa i}
4| | i
To add a connection, click Add, Add...
To remove a connection, select the connection above and then FlzriEe |
click Remowve.
To edit the path settings for the MCS policy, select a Edit... |
connection above and then click Edit,

[o]4 I Cancel I Apply I

The Multiple Connected Session window shows how many iSCSI Connections are active and
the type of load balance used. For all iISCSI Sessions there will be at least one ‘leading
connection’.

iISCSI connections can be added and removed at any time, all apart from the leading
connection, which can only be removed when the iISCSI Session is logged off.

The MCS policy specifies how the data is distributed over multiple connections. The main
policies that should be used are ‘Round Robin’ and ‘Fail Over Only’.

Round Robin will utilize all connections for data and evenly distribute the data.

Fail Over Only will use the Leading connection for data transfer. If a connection should go
down then the data transfer shall switch on one of the other connections.

For most purposes Round Robin will provide the greatest performance increase.

If you have been experiencing a performance decrease when transferring data to more than
one device using multiple connections, please refer to the trouble-shooting guide.

To add a new connection to a session, click on the Add button and a new window should
appear.
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Add Connection |

Target name:

I 'gn.2002-12, com. 4bridgeworks 00000097 7d0a8e 36975526, 0000000001

Advanced. .. | Conneck I Zancel

Now click on the Advanced button to see the Advanced Settings.

Advanced Settings (7]

General | = |

Connect using

Local adapter: |Microsoft iSCSI Initiator j
Initiator IP:

Target portal IP: IDeFau\t j
CRC [ Checksum
’]_ Data digest [~ Header digest

I™ Enable CHAP log on

— CHAP Log oninfarmation
CHAP hielps ensure connection security by providing authentication between a target and
aninitiator,

To use, specify the same name and CHAP secret that was configured on the target For this
initiatar. The name will default ko the Initistor Mame of the syskem unless another name is

specified.
Mames: I iqn. 1991-08, com, microsaft:win-d308 Lsidkbe
Target secret) I

[T Berform mutual authentication

To use mutual CHAR, either specify an initistor secret on the Configuration page or use
RADILS,

I~ | Wse RADIUS ko generate user suthentization credentials

™| Use RADIUS bo authenticate target credentisls

0K I Zancel Aol

Select the Initiator IP-address and the Target Portal that you wish to connect too via the pull
down menus in the “Connect by using” section. When setting up multiple connections you
ideally want to connect to different ports and different network interfaces

Set up CHAP then click OK. The user will now be brought back to the window below. Click
OK and now the user should see the Session Connections page with two connections.
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Multiple Connected Session {(MCS) E

MCS policy:
IRound Robin j

Descripkion
The round robin policy attempts to evenly distribute incoming requests to all
pracessing paths,

This session has the following connections:

Source Portal | Target Portal | Skatus | TvpE | Weight | i
0.0.0.0/60102 10.10,10.107)3... Connected  Active nfa 0
0.0.0.0/63942 10.10,10.107)3... Connected  Active nfa 0

4 |

To add a connection, click Add,

To remove a connection, select the connection above and then Remove
click Remave.

To edit the path settings For the MCS policy, select a Edit...
connection above and then click Edit.

i,

0K Cancel I Apply |

The user can add up to 10 different connections.
Once the user has completed setting up the connections, click OK to return to the iSCSI
session page. You should now see the number of connections increased. In this example we

have 2 connections.

Properties E

Sessions |Portal Groups I

Refresh |

Identifier |
D fFFFfaB001770015-4000013700000007

To add a session, dick Add session, Add session |
To d!scunnect ONE OF MOre Sessins, select each Disconnect |
session and then click Disconnect,

To view devices associated with a session, select [EEEEEL |
a session and then click Devices,

- Session Information
Target portal group tag: 1
Status: Connected
Connection count: z
Maximum Allowed Connections: 10
Authentication: Mone Specified
Header Digest: Mone Specified
Data Digest: Mone Specified
—Configure Multiple Connected Session (MCS)
To add additional connections to a session or
configure the MCS policy For a selected session, MCS...
click MCS,

More Information on ISCSI Sessions

Ok | Caneel |

Now click on OK to return to the Microsoft iSCSI Initiator main window.
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Step 6 — Logging off an iSCSI Session

To log off an iSCSI Session, follow the following procedure.

e Open the Microsoft iISCSI Initiator and click on the Targets tab.
e Click on the iSCSI session that the user wishes to log off.
e Click the ‘Disconnect’ button. This will log off all connections associated with the
iISCSI Session.
[ ]
The iSCSI device should now show as inactive.

iISCSI to SCSI
Page 64



Appendix C Visual Indicators

SCSI
Channel 2
\ | © <«——— Channel 1
Flashing = Data transfer
Ethernet
On = Link
Off = No Link On = 1000Mb/s
Flashing = Data \ / Off = 10/1200mb/s
= ] [

100Mb/s
1000Mb/s
10Mb/s

Signal Quality

ONONG

% Note: During heavy data transfers, the LEDs may appear off for an extended
period.
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Appendix D Technical Specifications

Physical

Form Factor

19” 1U Rack mount

Depth 170mm (10.6 in)
Height 44mm (1.7 in)
Width 437mm (17.2 in)
Weight 5.1Kg

Recommended minimum
clearance for cooling

100mm (4.in) on front and rear faces

Electrical
Input voltage 110 - 240V
Frequency 50 - 60Hz

Input current

1 Amp Maximum

Maximum Power Consumption

60 Watts Maximum

Environmental

Operating

0 to 40C (32F to 104F)

Non Operating

-20C to 60C (-4F to 140F)

Operating Humidity

5% to 90% Non-condensing

Storage Humidity

5% to 90% Non-condensing

Operating Altitude

3,000m (9,842ft)

Non Operating Altitude

8,000m (26,250ft)

iSCSI Interface

Physical RJ 45
Speed 10, 100, 1000Mb/s
Protocol IPv4, IPv6, CHAP, DHCP, NTP, iSNS

ISCSI Protocol

ISCSI RFC3270, 3721, ERLO, ERL1 ERL2

Visual Indicators

Link and Link activity

SCSI Interface

Physical VHDLC 68way LVD/SE
Speed Auto negotiation up to Ultral60 (Ultra 320)
Width Auto negotiation for narrow and wide

Visual Indicators

SCSI Bus busy
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